@ UH Applications

Developers Meeting
04/24/2015

Today'’s slides are available online
https://go.hawaii.edu/w



Presenters

In order of appearance

Michael Hodges: ITS, Middleware/IAM
Wendall Ho: Treasury Office, Treasury Officer

Monir Hodges: PCATT/HonCC, Prof & Software Engineer
Ben Karsin: ITS, Grad Assistant/ICS PhD Student

Paul Ryan: UHM College of Ed, Tech Lead

Julio Polo: ITS, Middleware/IAM Architect

————
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Agenda

Breaking News: ITS Sponsored "All IT Workshop”
Presentation: eCommerce on Campus (Wendall/Monir)

Presentation: Backbone and Handlebars for Web-Apps
Development (Ben)

Presentation: WordPress Authorizer Plugin (Paul)
Presentation: There’s a Group for That (Julio)
Notables, Quick Tips and Reminders
And an opportunity to meet colleagues
-9
L
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ITS Sponsored
"All IT Workshop”

Purpose:

— A gathering to share best practices, hear the latest about current and
coming system-wide IT services, and talk about how to solve the
challenges and take advantage of the new opportunities facing us
every day.

Date/Time: June 19, 9:00 AM to 3:30 PM

— Save the date, lunch to be provided. \
BR:JIHMC gy

Venue: UHM Campus Center N&M{S
Contact Info: itworkshop@hawaii.edu
Stay tuned: signup and additional email forthcoming

University of Hawaii © 2015



eCommerce on Campus

Wendall Ho
Treasury Officer

Monir Hodges
HCC Professor and Software Engineer
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TouchNet Marketplace

TouchNet payment gateway and bill payment
module integrate with Banner student information
system.

Marketplace is UH’s eCommerce platform. There
are 38 merchants, 11 uStores and 105 uPay sites.

Except for the merchant fee, there is no additional
cost to use Marketplace.

Transactions are secure. Potential fraud is
minimized through AVS and CVV validation.



TouchNet Marketplace

e uStore is an online mall. Allows for inventory
control, order fulfillment and financial
reporting.

* uPay is for one-time or recurring payments.
Connects to web application and web sites.



uStore Advantages

Easy to set up; customized store front

Able to track inventory

Additional modifiers, such as size, color, etc.
Mobile web site

Text message confirmation

New payment method: campus cards,
Blackboard, CBORD



uPay Site Advantages

Payments are redirected to TouchNet from
web applications.

Able to process one—time and recurring
payments

Revised uPay Screen using style sheet
Additional text fields on eMail



Payment Card Industry Data Security
Standards (PCI-DSS) Overview

* Build and Maintain a Secure Network and
Systems

* Protect Cardholder Data

* Maintain a Vulnerability Management
Program

* Implement Strong Access Control Measures

* Regularly Monitor and Test Networks

* Maintain an Information Security Policy



Links

* Financial Management Website
http://www.fmo.hawaii.edu/index.html

Overview Contact Us Policies and Guidelines Forms

Home

Account Codes

Bond Financing

Capital Assets

Cash Handling and Deposits
Financial Systems
General Accounting
Payment/Reimbursement
Payroll

Student Accounts

Student Loans

Tax Services

Travel

Cash Handling and Deposits

The Treasury Office is responsible for the cash handling and management of the University System. T
administers the TouchNet eCommerce system for non-registration related payments.

You are not logged in to view eCommerce

Treasury Office - eCommerce

(Authorized Users Only)

[ LOGIN HERE | e

University of Hawaii © 2015
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Treasury Office - eCommerce (Authorized Users Only)

Links

The University has purchased TouchNet Marketplace to safely and securely process payments originating from

university websites. Listed below are some useful links and documents :

U.Commerce Central
Marketplace uStore
Marketplace uStore Mobile
Marketplace uPay
SecureLink Web Service
TPG Web Service

Test
Secure Link

Secure Link
Secure Link
Secure Link
Secure Link
Secure Link

SafeCopy (c94372.username)

Secure Link
Secure Link
Secure Link

Secure Link

Production
Secure Link

Secure Link
Secure Link
Secure Link
Secure Link
Secure Link

NOTE: Effective immediately, there are new, updated card numbers to be used in your Test environments. When
using or performing Test transactions, you'll want to enter an expiration date of the current month/year or a
month/year in the future.

Card Type Card Number Scenario Detail
Visa 411111111111 1111 Credit Only Will not process as Debit

MasterCard 5121 2121 2121 2124 Credit Only Will not process as Debit
Discover 601111111111 1111 Credit Only Will not process as Debit
Visa 4343 4343 4343 4345 Various Debit Scenarios PIN Debit, Signature Debit, and PINless Debit
MasterCard 5149 6122 2222 2220 Various Debit Scenarios PIN Debit, Signature Debit, and PINless Debit
Visa 4017 7799 9999 9010 Failure PIN Debit, Signature Debit, and PINless Debit

Credit Card Exception Codes :
Error Code List
User Guides :

uStores Layout Guide

University of Hawaii © 2015
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TouchNet Marketplace

e Mall https://epay.hawaii.edu:8443/C24372test_ustores/web/

* Mobile site

https://epay.hawaii.edu:8443/C24372test ustoresmobile/web/index.jsp

e uCommerce Central
https://secure.touchnet.com:8443/castest/login?service=https%3A%2F
%2Fsecure.touchnet.com%3A8443%2Fucommercecentraltest%2F

University of Hawaii © 2015
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To Participate in eCommerce

 A8.710 Credit Card Program

 A8.711 Electronic Payments via University
Websites



Questions?

Wendall Ho
Treasury Officer

Monir Hodges
HCC Professor and Software Engineer

University of Hawaii © 2015 15
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Using Backbone and Handlebars
for Web-App Development

Ben Karsin
ITS, Graduate Assistant
karsin@hawaii.edu
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Motivation

Problem: page loads

- Sluggish websites of the '90s

- Degrade from user experience
Solution: fat client

- Minimal server interaction

- Only load what changes

Difficulty: browser languages

- Sorry, Javascript is here to stay

Need a framework



Enter Backbone.js

MVC (Model, View, Controller) in javascript

- Model contains data objects

- Handles ajax queries to server
- View presents data to user

- HTML templates (Handlebars.js)
- Controller mediates the two

Very small library
Used by Pandora, USA Today, New York Times, etc.

Not a replacement for jQuery or CSS



Framework Overview

(" [myapp.com %)
Server/API

Browser

T \ ] y,
l Backbone.js
Model View
\\ \ 4
t HTML DOM

Handlebars.js
template

<div>...</div>




Model

o Define the Model

var Person = Backbone.Model.extend ({
url: 'people/getPerson'

})
o Instantiate the Model

var employee = new Person();

o Operate on the Model
employee.fetch({data: employeeld}, success:...);
employee.save(...);

employee.destroy(...);



View

o Define View

var EmployeeView = Backbone.View.extend ({
model: employee,

Initialize: function() {
template = Handlebars.compile (
$ (“#employee template”).html()); }

render: function() {
var context = {data:this.model.toJSON() };
this.$el.html (template (context)); }

}) s

o Instantiate View

var employeeView = new EmployeeView({el:$ (“#frame”)})



HTML and template

o Handlebars Template

<script type="text/x-handlebars-template"
id="employee template'">
<input type='text' value="{{data.name}}” />
<input type='text' wvalue="{{data.phone}}” />
</script>

. HTML Tag

<div id='frame'></div>
o View renders template

- Fills in {{data}} items

- Places within “#frame” tag



Fetch and Display

Server 4 myapp.com X\
Ben
: 123-1234
Fetch = \ Y
v Backbone.js ‘
- Model - oom -
# 'VieW' -Illll* <diV id_|frame|>
Name: Ben employeeView render()
ID:123 A <input value='Ben'>
: Compile. . <input value='123">
</div>
- Handlebars - 7

#employee_template




Edit/Save

o Just add save button event

var EmployeeView = Backbone.View.extend ({
model: employee,

events: {
“click #saveBtn”: 'saveEmployee' },

saveEmployee: function() ({
this.model.save(); }

})
o Click button with 'id=saveBtn'

« DOM - Model connection maintained!

o destroy() too!



Additional features

« Backbone

- Collections

o Cached select box options

- Events
- Routers
« Navigation on single-page apps
« Saves state with HTML5 browsers

« Handlebars

- #if, #each, nested objects, etc.



Collections Example

o Define and fill collection of Models

var Job = Backbone.Model.extend() ;

var JobList = Backbone.Collection.extend ({
url: 'people/getJobList’',
model: Job,

initialize: function() {
this.fetch () ;}

});

var jobList = new JobList() ;
« 'people/getloblList' action returns JSON

- {id:1, name:Developer},{id:2, name:Supervisor}...



Collections Example (cont.)

o Handlebars template for select box

<select id='jobs'>
{{#each jobs}}
<option value='{{this.id}}'>{{this.name}}</
option>
{{/each}}
</select>

o Result:

Name: Ben

Phone: 123-1234 CSS/jQUGW Developer ‘
Job: Developer

. | Q

' Supervisor |

Developer

Supervisor



Questions?

Ben Karsin
ITS, Graduate Assistant
karsin@hawaii.edu
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Authorizer
A WordPress Plugin for
Authenticating UH Users

Paul Ryan
Tech Lead, UHM College of Education



Overview

* Background: Why did we need this?

* Plugin: Where can | get it?

* Example: How does it work?

* Features: What can it do?

* Future Work: What else should it do?

University of Hawaii © 2015
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Background

COE faculty host a lot of course
content in WordPress
Historically, students accessed the
course content anonymously, and
faculty had unique WordPress
accounts for each of their courses.
Cons:
* Faculty had to manage
multiple passwords
* Private course content was
publicly viewable
e Student interactions with the
site were unknown

[ ]
&«

® @ Source Code & User Right

C' & https://learn.coe.hawaii.edu/etec647c-master/lessons/code-and-users/

@ ETEC 647C Free & Open-Source Software in Education

Home / Introduction

Lesson 2

ource Code & User Rights

Now that you've met the class and been introduced to F/OSS, we'll examine the
underpinnings of the F/OSS concept(s) - source code. Understanding source will clarify
some benefits of F/OSS adoption. In our first lesson, you learned about the terminology
and organizations behind F/OSS. In this lesson, we will learn about source code and its
implications for both software developers and end-users - both individuals and
institutions.

The lesson addresses these topics:

¢ What is Source Code?
e Source Code Implications

e Corporate and Governmental Control vs. User Control

Advanced Organizer

During the lesson, look for answers to the following questions
@ NOTE: consider copying and pasting these questions into your notes to reference while you read

and review content

e What is source code, and why should a non-programmer care about it?

e What is GNU (pronounced “guh-NEW")? What is the GPL?

Module 1
Introduction

Lesson 1

What is F/OSS?

Lesson 2
Source Code & User

Rights

Lesson 3

Copyright, Copyleft

Readings & Media

1. )< Open Source in
Education& (PDF), pp. 8-13

a. What is Source?

b. How does code work?

c. SoWhat is ‘Open’ Source?
d. The Car Analogy

2. Free Software, Free

facion o Doy

University of Hawaii © 2015
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Plugin Info

* Internally developed Authorizer, a WordPress plugin,
to handle authentication and roster management

® O ® | {ywordpress - Authorizer

L Y —
C' | & https://wordpress.org/plugins/authorizer/

C' |8 GitHub, Inc. [US]| https://github.com/figureone/authorizer

O This repository Explore Gist Blog Help B rigureone +- o’ # B
@)‘WORDPRESS.ORG esson

i Unwatch~ 4 Star 2 Fork O
Showcase Themes Plugins Moblle Support Getinvolved About Blog Hosting figureone / authorizer @ * v
Plugin Directory Welcome, figureone | My Favorites | Log Out Authorizer is a WordPress plugin that uses Google, CAS, or LDAP for logins, and can prevent public access to
a WordPress site. It also blocks repeated failed login attempts. ¢ Code
Beta Testing 506 1 0 3 Issues o
Favorites p— 0
Most Popular P branch: master  authorizer / + Pull requests
Developer Center version 2.2.2 (duplicate banner asset to images folder for use in plu... == Wiki
& nigureone latest conmit aeasc93se2 B
Search Plugins P Pulse
© assets a S r; use that folder. 14 days ago
o css version 2.2.2 (duplicate banner asset to images folder for use in plu Graphs
Authorizer
images version 2.2.2 (duplicate banner asset to images folder for use in plu. 14 days ago
More Settings
Popular Tags  More » inc version 2.2 (move plugin assets out of assets folder; use that folder. 14 deys ago ¢
widget (4.916) Authorizer limits login attempts, restricts access to specified users, and Download Version 2.2.2 is ion 2.2 (move plugin assets out of a se that folde 14daysago | oo
Post (3,078) authenticates against external sources (e.g., Google, LDAP, or CAS). sample-theme-add-branding  factor out custom uh branding, and add in a filter that can be used M ago
lugin (3,022) ® Favorited = hHTTRS, 55
plugin (3,022) gitignore remove .DS_Store garbage. 2yoarsago  Youcan conowin HITPS, Ssi
admin (2,529) AQ Screenshots Changelog Stats Support Reviews Developers or Supversr
B README.md version 2.2.2 (duplicate banner asset to images folder for use in plu 14 days ago
posts (2,346) @ Clone in Desktop
ithori; hy rersion 2.2.2 (d banner asset to ima f r n plu. 14 days ago
sidebar (1,892) Authorizer restricts access to a WordPress site to specific users, typically students m e e T on bty pe09s e nP ¥8 200 e
v
s enrolled in a university course. It maintains a list of approved users that you can edit to readme.xt ion 2.2.2 (duplicate banner asset to images folder for use in plt 14 days ago
! determine who has access. It also replaces the default WordPress login/authorization

witter (1,680) Requires: 3.8 or higher

system with one relying on an external server, such as Google, CAS, or LDAP. Finally,

shortcode (1,678 Authorizer lets you limit invalid login attempts to prevent bots from compromising your
(1678 ! J & prstop P 8y Last Updated: 2015-4-2
users'accounts.
Active Installs: Less than 10

uninstall.php remove auth_ina

ve usermeta from uninstall.php (forg

1 to inclu

nths ago
Compatible up to: 4.1.1

README.md
images (1,676)

comments (1,612) Authorizer requires the following: Rati
atings
page (1,609) ’

Authorizer
image (1505) = CAS server or LDAP server (plugin needs the URL)

= PHP extentions: phpS-mcrypt, phpS-Idap, phpS-curl 5 out of 5 stars

I

wordpress.org/plugins/authorizer {Pgithrub..hcdrrul‘/Yﬁ‘glureoné/authorizer
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* LTEC612

eoce | uLTEC 612 | Introduction to %
.

Example

\)

(e

€« > C https://dcdc.coe.hawaii.edw/Itec/612/

w® a @

DCDC OPEN ONLINE COURSES

register ¢ login %)

Bl
"5 ) L

EDUCATIONAL TECHNOLOGY

Introduction to E-Learning

M 9weeks O 15hrs/week R English

COURSE INSTRUCTOR

Department of Learning Design and Technology | University of Hawai'i at
Manoa | Email: mikepm@hawaii.edu

i Mike Menchaca | Associate Professor

Overview

Join us in this MOOC (Massive Open Online Course) where we'll explore the history and
theories behind common approaches to online learning today. We'll take a look at e-
learning from the perspectives of the designer, the instructor, and of course, the learner.
Through independent and collaborative activities you'll get a better understanding of how

University of Hawaii © 2015

PRESENTED BY

UNIVERSITY
of HAWAI'l"
MANOA

University o HAwAr't AT ManoA

College of Education

DEVELOPED BY

o) bcpc

DISTANCE COURSE DESIGN & CONSULTING
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Example

o
o
=

eoce [ Learn » Log In x

€ 5> C https://learn.coe.hawaii.edu/wp-login.php o S

* Login

Username

Password

Remember Me

Lost your password?

+ Back to Learn

University of Hawaii © 2015 34




Example

® O ® /iece12:Login x \WR
€ > C https://dcdc.coe.hawaii.edu/Itec/612/wp-login.php?redirect_to=https%3A%2F %2Fdcdc.coe.hawaii.edu%2Fitec%2F612%2F D a: (D

* Login

Log In

&+ signinwith Google

a Sign in with your UH ID

By registering, you agree to the privacy policy
and terms of service.

+ BacktoLTEC 612

University of Hawaii © 2015 35



e LTEC612

* Login
* CAS authN

Example

® © ® Mweb Login Service - Unive x ||
= C' | @ https://authn.hawaii.edu/cas/login?service=https%3A%2F %2Fdcdc.coe.hawaii.edu%2Fitec%2F612%2Fwp-login.php%3Fredirect_to%3Dhttps%253A% D @ a @ =

You have requested access to a site that requires University of Hawai'i
authentication.

Quick Links

UH Usemame:
UH Password: What is the Web Login Service?
g Forgot my password

("1 Wwarn me before logging me into other sites.
Log in

Copyngmommumlhoﬂzodsmmpmmmdbthmmdmwvmc r708 Hawai’
Revised Statules; all use is subject to University of Hawai'i Executive Policy E2.

University of Hawaii © 2015
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 (Gain access

Example

® O ® / LiTEC612 | Introduction to X

‘ Paul ‘

€ - C' @ nttpsi/dede.coe.hawaii.edu/itec/612/

@ LTEC 612 Introduction to E-Learning

modules

Module List

designs classmates

Progress through the modules below to master the e-learning

MODULE 1

Welcome

Aloha! For this first week
we'll get to know each other
better and familiarize
ourselves with how the
course is structured.

o&N 0% Complete

9

experience!

i Yl

MODULE 2

About

This week covers theories,
strategies, and tools in e-
learning. You will better
understand how complex e-
learning really is!

o&8Nn 0% Complete

University of Hawaii © 2015

&
®®

MODULE 3

Learners

This week you'll look at
learner perspectives. That's
you! You'll review statistics,
consider characteristics, and

even reflect on your own.

o8N 0% Complete

glossary

w®a @ =

hi, dedc
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eoce Authorizer « LTEC 612 — V' x Paul

€« C' | & https://dcde.coe.hawaii.edu/Itec/612/wp-admin/admin.php?page=authorizer %@ a ® =

LTEC612 Manage Content Manage Menus Manage Users Manage Settings - New Aloha e Paul Ryan %,

Help
@ Dashboard
Posts % i
e Authorizer Settings
Designs
Components
Medi Access Lists Login Access Public Access External Service Advanced
edia
Pages Manage who has access to this site using these lists.
Comments @ 1. Pending users are users who have successfully logged in to the site, but who haven't yet been approved (or blocked) by you. F e a t r e S °
2. Approved users have access to the site once they successfully log in. u .
Appearance 3. Blocked users will receive an error message when they try to visit the site after authenticating.
I [
Plugins
e e * Access lists
Users - -
TRNERSNNNNE  Students 5
Tools
Settings
Approved Users jkevan@hawaii.edu Administrator 4||May2014 | @ %
4% Custom Fields
telim@hawaii.edu Instructional Designer % | |Jun 2014 o x
Authori;
U] — mikepm@hawaii.edu Instructor $|/Jun 2014 Q@ x
Course Options
- P Students % |Jan 2015 o x
© Collapse menu
Students 4 |Jan 2015 o x
Students %||Jan 2015 o x
Students 4 ||Jan 2015 2 x
Students 4% |Jan 2015 o x
Students 4/|Feb2015 | @ X
Students % ||Jan 2015 o x
Students 4/|Feb2015 | @ %
Students 4/|Feb2015 | @ %
Blocked Users
[ Sove Changes
Thank you for creating with WordPress. Version 4.1.1

UmMmveTsIity Or mawdir© Zui1oS



o000

&~ C' £ https://dcdc.coe.hawaii.edw/Itec/612/wp-admin/admin.php?page=authorizer

LTEC612 Manage Content Manage Menus Manage Users Manage Settings - New

@ Dashboard

Posts

Course Content
Designs
Components
Media

Pages

Comments 2

Appearance
Plugins
Users

Tools
Settings

£ Custom Fields

i# Authorizer
£+ Course Options

© Collapse menu

|_] Authorizer « LTEC 612 —

Authorizer Settings

Access Lists

Login Access

Paul
%@ a ® =
Aloha e Paul Ryan [,

Help

Public Access External Service Advanced

Choose who is able to log into this site below.

Who can log into the site?

Which role should receive
email notifications about
pending users?

What message should
pending users see after
attempting to log in?

What message should
blocked users see after
attempting to log in?

Send welcome email to new
approved users?

Welcome email subject

Welcome email body

All authenticated users (All external service users and all WordPress users)
* Only approved users (Approved external users and all WordPress users)

a
v

Instructor

11

B I U € w =

‘Whoops!
Once you've registered for "Introduction to E-learning," you should be approved within 48 hours of your

registration. If you continue to see this message, please contact Dr. Mike at "mikepm@hawaii.edu”.
P

B I U € w =

11
I
It
lih

You're not currently allowed to log into this site. If you think this is a mistake, please contact Dr. Mike at
"mikepm@hawaii.edu".

v| Send a welcome email when approving a new user

Thank you for registering for Introduction to E-I

You can use the [site_name] shortcode.

B I U € e =

i
n
i
]

Hello [user_email],

Thank you for registering for LTEC's Introduction to E-Learning Massively Open Online Course (MOOC)!
This MOOC is delivered in two different ways: (1) as part of UH Manoa's Department of Learning Design and
P

You can use [site_name], [site_url], and [user_email] shortcodes.

UTHVETSILY O Mlawall & ZU 10

* Account mgmt
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eoce Authorizer « LTEC 612 — V' x Paul

&« C | @ https://dcde.coe.hawaii.edw/Itec/612/wp-admin/admin.php?page=authorizer %@ a ® =

LTEC612 Manage Content Manage Menus Manage Users Manage Settings - New Aloha e Paul Ryan |4,

Help
@ Dashboard

Posts
S Authorizer Settings
Designs
Components
Medl Access Lists Login Access Public Access External Service Advanced
edia
Pages Choose your public access options here.
Comments (g Who can view the site? Everyone can see the site
®) Only logged in users can see the site
Appearance
Plugins What pages (if any) should Private Pages Public Pages
be available to everyone?

Users Home Page
Tools

Classmates
Settings Course Chatroom

£ Custom Fields Glossary
Home

— * Site visibility

£ Course Options

© Collapse menu What happens to people
without access when they
visit a private page?

* Send them to the login screen
Show them the anonymous access message (below)

What happens to people
without access when they
visit a public page?

* Show them the page without the anonymous access message
Show them the page with the anonymous access message (marked up as a Bootstrap Dismissable Alert)

Whatme_ssageshould B I U €6 me = =
people without access see?

Notice: You are browsing this site anonymously, and only have access to a portion of its content.

Thank you for creating with WordPress. Version 4.1.1

UNIVErsIty OT awallr g zuld 40




® O ® /[ authorizer < LTEC 612 — V. x Paul

&« C | @ https://dcde.coe.hawaii.edw/Itec/612/wp-admin/admin.php?page=authorizer %@ a ® =

LTEC612 Manage Content Manage Menus Manage Users Manage Settings - New Aloha e Paul Ryan [,

@ Dashboard

Posts

S Authorizer Settings

Designs

Components

Medl Access Lists Login Access Public Access ’ External Service Advanced
edia

Pages Enter your external server settings below.

Comments 2

Default role for new users Students

Appearance

Google Logins v| Enable Google Logins

Plugins
Users . . . n s
Google Client ID If you don't have a Google Client ID and Secret, generate them by following these instructions:

Tools . . ;
1. Click Create a Project on the Google Developers Console. You can name it whatever you want.

Settings 2. Within the project, navigate to APIs and Auth > Credentials, then click Create New Client ID under OAuth. Use these

settings:
4% Custom Fields Application Type: Web application

Authorized Javascript Origins: https://dcdc.coe.hawaii.edu/
@ Authorizer Authorized Redirect URI: none

w

£¥ Course Options . Copy/paste your new Client ID/Secret pair into the fields below.

IS

. Note: Navigate to APIs and Auth > Consent screen to change the way the Google consent screen appears after a user has
© Collapse menu successfully entered their password, but before they are redirected back to WordPress.

915 HRCINEINEAS IR ¢ 2.2 pps googleusercontent.com

Google Client Secret RN

CAS Logins v/| Enable CAS Logins

CAS custom label The button on the login page will read:
8 sinio e EENR

CAS server hostname authn.hawaii.edu

CAS server port 443

CAS server path/context

LDAP Logins Enable LDAP Logins

UTHVETSILY O Mlawall & Z2U 10

e External auth
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® O ® | [ authorizer < LTEC 612 —

L C' £ https://dcdc.coe.hawaii.edu/Itec/612/wp-admin/admin.php?page=authorizer&settings-updated=true

Dashboard

Posts

Course Content
Designs
Components
Media

Pages

Comments 2

Appearance
Plugins
Users

Tools
Settings

£ Custom Fields

i# Authorizer
£+ Course Options

© Collapse menu

LTEC612 Manage Content Manage Menus Manage Users Manage Settings - New

Authorizer Settings

Access Lists Login Access Public Access External Service Advanced ‘

You may optionally specify some advanced settings below.

Limit invalid login attempts

Hide WordPress Login

Custom WordPress login
branding

Authorizer admin menu item
location

Show custom usermeta in
user list

(v

Thank you for creating with WordPress.

After 10 invalid password attempts, delay further attempts on that user for 1 minute(s).

After 10 more invalid attempts, increase the delay to 10 minutes.

Reset the delays after 120 minutes with no invalid attempts.

v/| Hide WordPress Logins

Note: You can always access the WordPress logins by adding external=wordpress to the wp-login URL, like so:
https://dcdc.coe.hawaii.edu/Itec/612/wp-login.php?external=wordpress.

*  Default WordPress login screen

Paul

&% @ a ®O

Aloha e Paul Ryan

Help

Note for theme developers: Add more options here by using the authorizer_add_branding option " filter in your theme. You can see an
example theme that implements this filter in the plugin directory under sample-theme-add-branding.

Show in Settings menu
® Show in sidebar (top level)

-- None --

o«

Version 4.1.1

UTHVETSILY O Mlawall & ZU 10

e Brute-force
attack

prevention
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Future Work

* UH Groupings integration (automatically create
WordPress accounts for users in a specified Group,
e.g., a Group for students in a course)

e BLTI integration (automatically create a WordPress
account for a user when they click a BLTI tool link in a
Laulima course)



Questions?

Paul Ryan
Tech Lead, UHM College of Education

University of Hawaii © 2015 44



There’s a group for that

Julio Polo
Enterprise Middleware, Identity and Access Management
Information Technology Services
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1

Grou

er. Groups

=

™, Group Store

7 Your Groups



-, Group Store

@ Banner

=, PeopleSoft (HR)
7 RCUH

@ Student Employment

2 UHIMS
@ Regardless of source

&& Empty Group



-, Group Store

@ Banner
=, PeopleSoft (HR

@ Affiliation

2 UHIMS
@ Regardless of source!

&& Empty Group




-, Group Store

@ Banner

@ PeopleSoft (HR) \ L2 Affiliation
€7 RCUH
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@ Banner, PeopleSoft, RCUH... (all sources have an affiliation subfolder)

3 Affiliation
@ East-West Center @ RCUH
£ Hawaii cC £ UH Foundation
£ Honolulu cC £ UH Hilo
£ Kauaicc £ UH Manoa
= Kapiolani CC 7 UH System
L7 Leeward CC £ UH West Oahu
£ Maui College £ Windward cC
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@ Banner, PeopleSoft, RCUH... (all sources have an affiliation subfolder)
3 Affiliation

v, (an organization where roles below apply)

a1 faculty a1 faculty.lecturer.casual a2 nonCreditStudent

a1 faculty+staff as faculty.lecturer.overload 22 nonCreditStudent.noDetails

a2 faculty+staff+student az faculty.librarian a2 preStudent

a2 faculty+staff+student+other 3z faculty.medical a1 preStudent.accepted

a2 faculty+student a2 faculty.noDetalls a2 preStudent.applicant

a2 faculty.communityCollege 1z faculty.noDetalls.casual a1 preStudent.financialAid

a2 faculty.countyAgent a2 faculty.noDetails.overload 21 student

a2 faculty.courselnstructor sz faculty.researchAssistant 11 student.graduate

a2 faculty.emeritus aa faculty.researcher a2 student.graduate.law

a2 faculty.graduateAssistant  3; faculty.specialist a1 student.graduate.medical

a2 faculty.law a1 faculty.teachingAssistant 2 student.graduate.noDetalls

az faculty.lecturer a1 faculty.university a1 student.other

11 staff a2 student.other.apprenticeship

11 staff.apt 4 casual a1 student.other.continuingEducation

’ 41 casualFaculty a1 student.other.postBaccalaureate

i staff.apt.casual 31 casualStaff a1 student.other.professional

e el i overload a1 student.other.undeclared

R 4 overloadFaculty a2 student:undet:graduate

:: gz:m: casual :: g::;l:adStaff a1 student.undergraduate.noDetails
aastudentEmployee

aa staff.noDetails a1 ohana 21 studentEmployee.studentHire

a1 staff.noDetails.casual i retiree

22 staff.nonCompensated sz studentEmployee.workStudy
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Manoa Arts & Humanities

A&H DEANS OFF

AMER STUDIES DEPT

DEPT OF ART AND ART HIST
THEATRE & DANCE DEPT
HISTORY DEPT

MUSIC DEPT

PHILOSOPHY DEPT

RELIGION DEPT

DEPARTMENT OF COMM...
ACADEMY FOR CREATIVE MEDIA
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@ Banner £ Registration
b ) B & 2015
ReopleSofM(ER 32 enrolled
N’ N ‘r g - << >> @ 20151
. 44 enrolled
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@ Hawaii CC

@ Honolulu CC

@ Kauai CC
v, Kapiolani CC
6 Leeward CC

3 Maui College

@ Test

£ UH Hilo

@ UH Manoa

£ ART
32 ART-PHD-GROUPING

@ UH System

@ Some Admin Office
32 BOR Members

@ UH West Oahu

£ Windward CC
@ Campus Security

32 Event Volunteers



UH Groupings

@ Group Store

- D
‘ banner :

registration :

@ Your Groups

—
Your grouping for Manoa faculty/staff
currently taking classes on any campus

intersect

EXCLUDE
subgroup

201530 :
enrolled
\ /
— R
‘ peoplesoft :
affiliation :
manoa :
faculty+staff

—eee——’
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Pros and Cons

+ No SoR data extracts

+ No SoR domain knowledge

+ Group calculations primed

+ Asynchronous deprovisioning uH Message Broker
+ LISTSERV mailing list sync  wiki groups? Google groups?

= Ul needs work
= WS slow for live AuthZ? Losr/cas?
= Confusing auto Vs MEeNY  Group store

University of Hawaii © 2015
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Questions?

Julio Polo
Enterprise Middleware, Identity and Access Management
Information Technology Services

University of Hawaii © 2015 67



@ Notables,
Quick Tips and Reminders

Google@UH calendaring informal pole
ACER, online General Confidentiality Notice

SECE now supports GCN review for student
supervisors

MFA project update

University of Hawaii © 2015
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Wrapping Up

* Email suggestions for future topics to
mhodges@hawaii.edu

* Check out the snacks in the back

 Take a moment to introduce
yourself to your colleagues
(meet at least 1 new person)
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