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Michael	
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  ITS,	
  TI-­‐IAM	
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Agenda	
  
•  Security	
  Update:	
  Overview	
  of	
  University	
  of	
  the	
  
Maryland	
  Breach	
  –	
  a	
  highly	
  targeted	
  aEack	
  

•  Presenta*on:	
  U*lizing	
  a	
  wiki	
  space	
  for	
  organizing	
  
technical	
  documenta*on	
  

•  Presenta*on:	
  ITS	
  Cyberinfrastructure:	
  suppor*ng	
  the	
  
IT	
  needs	
  of	
  the	
  UH	
  research	
  community	
  

•  Presenta*on:	
  UH	
  Groupings,	
  a	
  versa*le	
  tool	
  for	
  
authoriza*ons	
  management	
  and	
  much	
  more	
  

•  Quick	
  Tips	
  
•  End	
  of	
  Service	
  Life	
  Reminders	
  
•  Snacks:	
  And	
  an	
  opportunity	
  to	
  meet	
  your	
  colleagues	
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Overview of the University 
of Maryland Breach – a 
highly targeted attack 

Jodi Ito 
Information Technology Security Officer 
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hEp://www.washingtonpost.com/local/college-­‐park-­‐shady-­‐grove-­‐campuses-­‐affected-­‐by-­‐university-­‐of-­‐
maryland-­‐security-­‐breach/2014/02/19/ce438108-­‐99bd-­‐11e3-­‐80ac-­‐63a8ba7f7942_story.html	
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Highly	
  Sophis*cated,	
  
Highly	
  Targeted	
  AEack	
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hEp://www.commerce.senate.gov/public/?a=Files.Serve&File_id=b92bba0e-­‐787f-­‐426d-­‐b1ce-­‐14f2c73f9f13	
  



Congressional	
  Hearing	
  Webcast	
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hEp://www.commerce.senate.gov/public/index.cfm?
p=Hearings&ContentRecord_id=082407f8-­‐9740-­‐4e43-­‐
b2d2-­‐1520c5495014&ContentType_id=14f995b9-­‐
dfa5-­‐407a-­‐9d35-­‐56cc7152a7ed&Group_id=b06c39af-­‐
e033-­‐4cba-­‐9221-­‐de668ca1978a	
  

“Protec(ng	
  Personal	
  Consumer	
  Informa(on	
  from	
  Cyber	
  A7acks	
  
and	
  Data	
  Breaches”	
  
	
  

President	
  Loh’s	
  tes*mony	
  about	
  45	
  minutes	
  into	
  the	
  webcast:	
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hEp://www.scmagazine.com/univ-­‐of-­‐maryland-­‐hackers-­‐used-­‐trojan-­‐to-­‐steal-­‐it-­‐creden*als-­‐access-­‐database/ar*cle/340117/	
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hEp://www.securitymanagement.com/news/morning-­‐security-­‐brief-­‐umd-­‐data-­‐breach-­‐update-­‐gao-­‐report-­‐cri*cal-­‐
infrastructure-­‐and-­‐job-­‐sites-­‐	
  



AEack	
  Methods	
  
•  Public	
  website	
  to	
  upload	
  photos	
  was	
  used	
  to	
  
upload	
  malicious	
  sogware	
  

•  Hackers	
  gained	
  access	
  to	
  scripts	
  used	
  to	
  change	
  
passwords	
  on	
  LDAP	
  

•  Hackers	
  also	
  iden*fied	
  who	
  IT	
  admins	
  were	
  and	
  
gained	
  access	
  to	
  their	
  accounts	
  

•  Eventually	
  gained	
  access	
  to	
  DBA	
  account	
  for	
  ID	
  
card	
  management	
  database	
  and	
  exfiltrated	
  data	
  
via	
  TOR	
  node	
  

•  Database	
  contained	
  accumulated	
  informa*on	
  
(old	
  informa*on	
  was	
  never	
  purged)	
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UMD	
  Lessons	
  Learned	
  
•  Remove	
  servers	
  and	
  services	
  that	
  are	
  not	
  needed	
  
•  Patch	
  sogware	
  in	
  a	
  *mely	
  manner	
  
•  Architect	
  environment	
  appropriately	
  (separate	
  web	
  server	
  

from	
  database	
  server)	
  
•  Ensure	
  that	
  only	
  necessary	
  personnel	
  have	
  proper	
  access	
  

(remove	
  access	
  and	
  accounts	
  when	
  not	
  needed)	
  
•  Inves*gate	
  two	
  factor	
  authen*ca*on	
  
•  Check	
  file	
  permissions	
  regularly	
  
•  Know	
  what	
  is	
  in	
  your	
  databases	
  and	
  ONLY	
  KEEP	
  DATA	
  THAT	
  

IS	
  NEEDED	
  
•  Check	
  firewall	
  rules	
  allowing	
  only	
  authorized	
  individuals	
  

access	
  and	
  *ghten	
  rules	
  as	
  much	
  as	
  possible	
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hEp://bit.ly/1neWJrm	
  



Ques*ons?	
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Jodi Ito 
Information Technology Security Officer 



Utilizing a wiki space for 
organizing technical 
documentation 
 

Sid Savara 
KFS Team Manager  

and Software Developer 
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Summary	
  

• 	
   KFS	
  Uses	
  Confluence/Wiki	
  A	
  Lot	
  
• 	
   Filters,	
  Gadgets,	
  Macros	
  Allow	
  Us	
  to	
  	
  
	
  Use	
  1	
  Screen	
  to	
  Make	
  Decisions	
  	
  

•  (We	
  use	
  it	
  for	
  normal	
  wiki	
  stuff	
  too)	
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Why	
  Use	
  Any	
  Tool/Tech?	
  	
  

Solve	
  One	
  Or	
  More	
  Problems	
  

So	
  What	
  Are	
  We	
  Solving?	
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NOT	
  A	
  Problem	
  	
  

Get	
  This	
  “Stuff”	
  Organized	
  

(This	
  Isn’t	
  A	
  Real	
  Problem)	
  
Why	
  Are	
  We	
  Organizing?	
  
Solve	
  These	
  Other	
  Problems….	
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Problem	
  Summary	
  

1. Stand-­‐In	
  For	
  Training	
  
2.  Solu(ons	
  Cheat	
  Sheet	
  
3.  Serve	
  As	
  Proxy	
  for	
  OOO	
  
4. Shared	
  Knowledge	
  Base	
  
5. Contracts	
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Why	
  Confluence	
  (vs.	
  Gdoc,	
  Word)
	
  	
  	
  1.  Gadgets	
  /	
  Summarizing/Scripts	
  

2.  Filters	
  to	
  Pull	
  In	
  via	
  JIRA	
  
3.  Formasng	
  (debatable)	
  
4.  Templates	
  (not	
  demoed	
  today)	
  	
  
5.  Online	
  Availability	
  
6.  Easy	
  Linking	
  Between	
  Pages	
  
7.  Versioning	
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Examples	
  of	
  Basic	
  Use	
  (Quick)	
  

1. Developer	
  Set	
  Up	
  Guide	
  
2. Tutorials/Cheat	
  Sheets	
  
3. OOO/Standard	
  Procs	
  
4. Knowledgebase/Reference/	
  
	
  Contract	
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Ex:	
  Training	
  -­‐	
  iReport	
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Ex:	
  Solu(ons	
  Cheat	
  Sheet	
  #1	
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Ex.	
  :	
  Dev	
  OOO	
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Ex:	
  Shared	
  KB	
  –	
  Env	
  Status	
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Ex.	
  :	
  Contract	
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Demo:	
  KFS	
  Batch	
  Jobs	
  

1. Main	
  Job	
  Page	
  
	
  -­‐	
  Dynamically	
  Create	
  Lists	
  

2. Single	
  Job	
  Page	
  
-­‐	
  Contains	
  Macros	
  That	
  Build	
  It	
  

3. Gadgets	
  
-­‐	
  Pull	
  Solu*ons	
  From	
  JIRA	
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Ex:	
  Organize	
  By	
  Labels	
  (1	
  of	
  3)	
  

Main	
  Benefit	
  
-­‐ Labeling	
  Lets	
  Us	
  Group	
  Things	
  
-­‐ Avoid	
  Duplica*on	
  of	
  Effort:	
  	
  
Tag	
  It,	
  Automa*cally	
  Listed	
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Ex:	
  Organize	
  By	
  Labels	
  (1	
  of	
  2)	
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Ex:	
  Organize	
  By	
  Labels	
  (2	
  of	
  2)	
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Ex:	
  Dynamic	
  List	
  By	
  Macro	
  

(Too	
  Big	
  To	
  Demo)	
  
Similar	
  to	
  Organize	
  By	
  Label	
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Ex:	
  Include	
  Excerpts	
  (1	
  of	
  3)	
  

Main	
  Benefit	
  	
  
-­‐ Can	
  Duplicate	
  Content	
  Across	
  	
  	
  
Many	
  Pages	
  

-­‐ Makes	
  a	
  Single	
  Page	
  Printable	
  
-­‐  (AlternaEve	
  is	
  Linking)	
  

University	
  of	
  Hawaii	
  ©	
  2014	
   31	
  



Ex:	
  Include	
  Excerpts	
  (2	
  of	
  3)	
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Ex:	
  Include	
  Excerpts	
  (3	
  of	
  3)	
  

University	
  of	
  Hawaii	
  ©	
  2014	
   33	
  



Ex:	
  Filter	
  Gadget	
  (1	
  of	
  3)	
  

Main	
  Benefit	
  
-­‐ Pull	
  Troubleshoo*ng	
  Info	
  From	
  
JIRA	
  (Bug/Issue	
  Tracking)	
  

-­‐ Single	
  Page	
  W/	
  Job	
  Info	
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Ex:	
  Filter	
  Gadget	
  (2	
  of	
  3)	
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Ex:	
  Filter	
  Gadget	
  (3	
  of	
  3)	
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That’s	
  It	
  

• Wiki	
  Is	
  Not	
  Just	
  Sta*c	
  Content	
  
• Gadgets/Filters/Macros	
  Make	
  
It	
  Easy	
  To	
  Build	
  Powerful	
  Pages	
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Ques*ons?	
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Sid Savara 
KFS Team Manager  

and Software Developer 



ITS Cyberinfrastructure: 
supporting the IT needs 
of the UH research 
community 

Gwen Jacobs 
Director for Cyberinfrastructure 
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UH	
  Cyberinfrastructure	
  (CI)	
  Goals	
  

•  Implement	
  advanced	
  CI	
  Framework	
  to	
  support	
  the	
  research	
  
mission:	
  HPC,	
  sogware,	
  data	
  storage	
  and	
  analysis,	
  
visualiza*on,	
  professional	
  staff	
  scien*sts	
  

•  Recruit	
  CI	
  research	
  scien*sts	
  and	
  establish	
  support	
  and	
  
training	
  ac*vi*es	
  for	
  faculty	
  and	
  students	
  

•  Partner	
  with	
  colleges,	
  schools	
  and	
  research	
  centers	
  to	
  
support	
  research	
  ac*vi*es	
  –	
  avoid	
  duplica*on,	
  aggregate	
  
and	
  consolidate	
  shared	
  services,	
  save	
  energy	
  

•  Pursue	
  collabora*ve	
  funding	
  opportuni*es	
  and	
  develop	
  
sustainable	
  support	
  mechanisms	
  for	
  research	
  cores	
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Cyberinfrastructure	
  	
  
investments	
  in	
  progress	
  

UH	
  Informa*on	
  Technology	
  
Center	
  
	
  

Data	
  Center	
  
• 8000	
  sq	
  g	
  	
  
• Virtual	
  machines	
  and	
  coloca*on	
  services	
  
• HPC	
  and	
  large	
  scale	
  data	
  storage	
  

Networks	
  
• 40G	
  to	
  Na*onal	
  R&E	
  Networks	
  	
  
• NSF	
  CC-­‐NIE	
  Award:	
  10gig	
  campus	
  upgrade	
  
• Connect	
  research	
  labs	
  with	
  UH	
  Data	
  
Center	
  

High	
  Performance	
  Compu*ng	
  
• $2M	
  Compute	
  Cluster	
  Acquisi*on	
  
	
  

Collabora*on	
  suites	
  
• Emergency	
  Situa*on	
  Room	
  
• Videoconferencing	
  suites/	
  mee*ng	
  rooms	
  

CI	
  Research	
  Scien*sts	
  
• NSF	
  ACI-­‐REF	
  Program	
  
• Na*onal	
  Consor*um	
  best	
  prac*ces	
  
• Clemson,	
  Harvard,	
  UH	
  ,USC,	
  UWisc,	
  UUtah	
  

Dedica*on	
  and	
  blessing	
  of	
  the	
  Informa*on	
  Technology	
  Center	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  December	
  16,	
  2013	
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Partnerships	
  supported	
  by	
  cyberinfrastructure	
  

•  Research	
  Infrastructure	
  Programs	
  
–  INBRE,	
  COBRE,	
  RCMI,	
  EPSCoR	
  

•  Colleges,	
  Schools,	
  Research	
  Centers	
  and	
  Ins*tutes	
  
–  Shared	
  core	
  facili*es	
  

•  High	
  Performance	
  Compu*ng	
  
•  Large	
  Scale	
  Data	
  Storage	
  
•  Co-­‐loca*on	
  and	
  virtual	
  machine	
  services	
  
•  Sogware,	
  scien*fic	
  workflows,	
  visualiza*on	
  
•  Exper*se:	
  research	
  scien*sts	
  

•  Current	
  infrastructure	
  grants:	
  2013	
  -­‐	
  2016	
  
–  NSF	
  CCNIE:	
  10	
  gig	
  Campus	
  Network	
  upgrades	
  to	
  support	
  research	
  
–  NSF	
  FSML:	
  End	
  to	
  end	
  CI	
  support	
  at	
  Hawai’i	
  Ins*tute	
  of	
  Marine	
  Biology	
  
–  NSF	
  ACI:	
  Na*onal	
  Consor*um:	
  Advanced	
  CI	
  Educa*on	
  and	
  Research	
  

Support	
  
•  Ins*tu*ons:	
  Clemson,	
  Harvard,	
  UHawai‘i,	
  USC,	
  UWisconsin-­‐	
  
Madison,	
  UUtah	
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Advanced	
  CI	
  Support	
  for	
  major	
  funding	
  ini*a*ves	
  

•  Hawai‘i	
  EPSCoR	
  –	
  Track	
  1	
  
–  $20M;	
  Five	
  year	
  award:	
  Center	
  of	
  Excellence	
  
–  Data	
  Intensive	
  Science	
  and	
  Engineering	
  Theme	
  

•  Hire	
  faculty,	
  postdocs,	
  research	
  scien*sts	
  in	
  data	
  science	
  
methodologies	
  

•  Support	
  3-­‐5	
  research	
  grand	
  challenges	
  
•  Training	
  for	
  faculty,	
  students	
  –	
  workshops/summer	
  school	
  
•  Undergrad	
  curriculum	
  efforts	
  

–  Research	
  Cores	
  
•  Informa*cs	
  –	
  Bioinforma*cs,	
  Ecoinforma*cs	
  
•  High	
  Performance	
  Compu*ng	
  
•  Big	
  Data	
  Analy*cs	
  
•  Data	
  Management	
  
•  Visualiza*on	
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Ques*ons?	
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Gwen Jacobs 
Director for Cyberinfrastructure 



UH Groupings, a versatile 
tool for authorizations 
management and much 
more 

Michael Hodges 
Identity and Access Management Team Manager  
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Person	
  Directory	
  U
pdates	
  

Adm
in	
  U

pdates	
  

Person	
  Events	
  	
  	
  	
  	
  Person	
  Events	
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Services	
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Revised	
  08/29/2013	
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UH	
  Groupings	
  
•  What	
  are	
  we	
  grouping?	
  	
  	
  

– People,	
  members	
  of	
  the	
  UH	
  community.	
  
(A	
  UH	
  Number	
  is	
  a	
  prerequisite.)	
  

•  Why	
  are	
  we	
  grouping?	
  	
  	
  
– Groupings	
  imply	
  roles,	
  imply	
  en*tlements.	
  
– Automa'on	
  is	
  available.	
  Business	
  rules	
  can	
  be	
  
used	
  to	
  help	
  create	
  and	
  manage	
  Groupings.	
  	
  

•  How	
  are	
  Groupings	
  created?	
  
– Automa*cally	
  by	
  UHIMS.	
  

(Thanks	
  to	
  connec*ons	
  with	
  Banner,	
  PeopleSog	
  HR,	
  RCUH,	
  SECE,	
  etc.)	
  

– Manually,	
  some	
  things	
  require	
  the	
  human	
  touch.	
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UH	
  Groupings,	
  Concepts	
  
•  A	
  Grouping	
  	
  

–  Is	
  a	
  simple	
  or	
  complex	
  expression	
  of	
  membership	
  
–  Is	
  composed	
  of	
  3	
  groups,	
  conceptually	
  

•  Basis,	
  Include,	
  Exclude	
  (more	
  on	
  this	
  in	
  a	
  moment)	
  

– Has	
  1	
  or	
  more	
  Owners	
  
– Has	
  proper*es	
  that	
  an	
  Owner	
  can	
  configure	
  
–  Is	
  reusable,	
  can	
  serve	
  mul*ple	
  purposes	
  

•  Applica*on	
  authoriza*on	
  (who	
  can	
  do	
  what)	
  
•  LISTSERV	
  list	
  publica*on	
  (email	
  no*fica*ons)	
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UH	
  Groupings,	
  Concepts	
  
•  A	
  Grouping	
  is	
  composed	
  of	
  3	
  groups,	
  conceptually:	
  

– Basis	
  group	
  (e.g.:	
  UHH	
  Faculty)	
  (may	
  be	
  empty)	
  	
  

•  Populated	
  using	
  automa*cally	
  populated	
  groups	
  that	
  
reflect	
  your	
  core	
  requirements.	
  

–  Include	
  group	
  (may	
  be	
  empty)	
  

•  Ensures	
  member	
  inclusion,	
  regardless	
  of	
  the	
  Basis.	
  
•  Populated	
  manually	
  or	
  via	
  a	
  campus	
  applica*on.	
  

– Exclude	
  group	
  (may	
  be	
  empty)	
  

•  Ensures	
  member	
  exclusion,	
  regardless	
  of	
  Basis/Include.	
  
•  Populated	
  manually	
  or	
  via	
  a	
  campus	
  applica*on.	
  

–  In	
  Set	
  Theory:	
  ((Basis	
  U	
  Include)	
  \	
  Exclude)	
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UH	
  Groupings,	
  Concepts	
  
(Basis	
  U	
  Include)	
  \	
  Exclude	
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Basis	
   Include	
  

Exclude	
  



UH	
  Groupings,	
  Concepts	
  
(Basis	
  U	
  Include)	
  \	
  Exclude	
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Basis:	
  	
  
UHH	
  

Faculty	
  
	
  

Include:	
  	
  
a	
  few	
  RCUH	
  	
  	
  	
  
Employees	
  

	
  Exclude:	
  
several	
  

dissa*sfied	
  
individuals	
  

This	
  design	
  maximizes	
  flexibility	
  and	
  facilitates	
  the	
  
implementa*on	
  of	
  an	
  easily	
  understood	
  user	
  interface.	
  

Sample	
  objec*ve:	
  
implement	
  a	
  	
  
campus	
  	
  
mailing	
  	
  
list	
  



UH	
  Groupings	
  
•  Simple	
  Basis	
  Group	
  examples:	
  

– Maui	
  CC	
  students,	
  faculty,	
  lecturers,	
  staff,	
  re*rees	
  
–  RCUH	
  staff	
  
– UHM	
  faculty	
  librarians	
  
– UH	
  System	
  civil	
  service	
  employees	
  
–  KCC	
  student	
  employees,	
  work	
  study	
  students	
  
– UHM	
  grad	
  students	
  in	
  the	
  law	
  school	
  
–  LCC	
  students	
  enrolled	
  in	
  IS	
  100	
  CRN	
  54588,	
  Fall	
  2014	
  
– Hilo	
  students	
  seeking	
  a	
  Nursing	
  BS	
  
– UHM	
  student	
  seeking	
  a	
  JD	
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UH	
  Groupings	
  
•  Compound	
  Basis	
  Group	
  examples:	
  

–  ITS	
  civil	
  service	
  employees: 
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Group:	
  …hris.eac.2213460	
  	
  
	
  	
  	
  	
  INTERSECT  
Group:	
  …uhsystem::staff.civilService	
  
 –  ITS	
  employees	
  that	
  are	
  students	
  (tui*on	
  waivers?): 
Group:	
  …hris.eac.2213460	
  	
  
	
  	
  	
  	
  INTERSECT  
Group:	
  …sis.20143:enrolled	
  
 



UH	
  Groupings,	
  Roles	
  
•  Owners	
  

–  Successfully	
  request	
  a	
  UH	
  Grouping.	
  
– Manage	
  the	
  Grouping’s	
  list	
  of	
  owners.	
  
– Add/remove	
  members	
  from	
  the	
  Include	
  group.	
  
– Add/remove	
  members	
  from	
  the	
  Exclude	
  group.	
  
–  Enable/disable	
  members’	
  Opt-­‐In	
  Self-­‐Service	
  op*on.	
  
–  Enable/disable	
  members’	
  Opt-­‐Out	
  Self-­‐Service	
  op*on.	
  

•  Members	
  
–  If	
  allowed,	
  may	
  include/exclude	
  themselves.	
  
–  Receive	
  email,	
  if	
  the	
  Grouping	
  is	
  published	
  to	
  a	
  
LISTSERV	
  list.	
  

University	
  of	
  Hawaii	
  ©	
  2014	
   55	
  



UH	
  Groupings	
  
•  Ideas	
  recently	
  discussed:	
  

– UH	
  App	
  Developers:	
  discussion	
  list	
  
– UH	
  App	
  Developers:	
  CAS3,	
  Special	
  DNs,	
  Groupings	
  
– UHH	
  ‘Ohana	
  
– UHM	
  Execu*ve-­‐Managerial	
  
– Groupings	
  for	
  all	
  UHIMS	
  managed	
  LISTSERV	
  lists	
  
–  ITC	
  by	
  floor	
  mailing	
  lists	
  
– UHIMC	
  users	
  (dual	
  use:	
  for	
  authoriza*on	
  and	
  email)	
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UH	
  Groupings	
  vs.	
  Groups	
  
•  Grouper	
  Groups	
  vs.	
  UH	
  Groupings?	
  

– A	
  Grouper	
  group	
  is	
  a	
  simple	
  list	
  of	
  people.	
  
– A	
  UH	
  Grouping	
  is	
  a	
  very	
  flexible	
  service.	
  

•  User	
  Interface	
  for	
  Owners	
  and	
  Members.	
  
•  Automa*c	
  Groups	
  for	
  the	
  Basis	
  group	
  
•  Membership	
  tuning:	
  Include/Exclude	
  groups	
  
•  Publica*on	
  des*na*ons	
  
•  LISTSERV	
  namespace	
  reserva*ons,	
  whether	
  you	
  publish	
  
or	
  not.	
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UH	
  Groupings,	
  Summarized	
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UH	
  Grouping	
  Owner	
  

UH	
  Grouping	
  

Basis	
  group	
  

Include	
  group	
  

Exclude	
  group	
  

UH	
  Grouping	
  Members	
  

X 



UH	
  Groupings	
  URLs	
  
•  UH	
  Groupings	
  online	
  service:	
  

– hEps://www.hawaii.edu/its/uhgroupings	
  
•  Online	
  documenta*on:	
  

–  hEps://www.hawaii.edu/bwiki/display/UHIAM/UH+Groupings	
  

•  Reques*ng	
  a	
  Grouping,	
  online	
  form:	
  
–  hEps://www.hawaii.edu/bwiki/display/UHIAM/UH+Grouping

+Request+Form	
  

•  Developer	
  documenta*on:	
  
– Not	
  yet	
  available,	
  stay	
  tuned	
  .	
  .	
  .	
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Quick Tips & Reminders 

Michael Hodges 
Identity and Access Management Team Manager  
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Quick	
  Tips	
  
•  VIA	
  for	
  Visitor	
  Access	
  to	
  wireless	
  networks	
  

– hEp://www.hawaii.edu/via/	
  
– Populates	
  the	
  LDAP	
  misc	
  branch,	
  which	
  means	
  
that	
  the	
  Web	
  Login	
  Service	
  (CAS3)	
  also	
  
authen*cates	
  VIA	
  accounts	
  successfully.	
  

– VIA	
  is	
  useful	
  for	
  providing	
  3rd	
  party	
  access	
  to	
  UH	
  
applica*ons,	
  assuming	
  that	
  the	
  applica*on	
  is	
  not	
  
also	
  checking	
  roles	
  (student,	
  faculty,	
  staff).	
  

–  	
  	
  	
  	
  	
  	
  Warning,	
  email	
  addresses	
  longer	
  than	
  19	
  
characters	
  are	
  truncated,	
  which	
  can	
  be	
  confusing.	
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Quick	
  Tips	
  
•  UH	
  Applica*ons	
  Developers	
  LISTSERV	
  List	
  

– Membership	
  is	
  over	
  180	
  and	
  growing.	
  
– By	
  default	
  anyone	
  reques*ng	
  Special	
  DNs,	
  CAS3	
  or	
  
UH	
  Groupings	
  services	
  is	
  added.	
  

– The	
  one	
  list	
  is	
  shared	
  by	
  a	
  broad	
  range	
  of	
  IT	
  staff	
  
and	
  IT	
  Managers.	
  

– Primary	
  list	
  communica*ons	
  include:	
  
•  ITS	
  IAM	
  announcements	
  for	
  mee*ngs	
  and	
  technical	
  
announcements	
  for	
  LDAP,	
  CAS3,	
  and	
  UH	
  Groupings.	
  

•  Technical	
  ques*ons	
  and	
  IT	
  informa*on	
  sharing	
  within	
  
the	
  UH	
  IT	
  community.	
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End	
  of	
  Service	
  Life	
  Reminders	
  

•  Legacy	
  CAS2	
  &	
  LDAP	
  –	
  EOSL	
  is	
  12/31/1014	
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Person	
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  U
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Ques*ons?	
  

Note	
  that	
  we	
  have	
  aEempted	
  to	
  capture	
  the	
  ques*ons	
  &	
  
answers	
  and	
  will	
  publish	
  what	
  we’ve	
  caught	
  along	
  with	
  these	
  
slides.	
  
	
  
hEps://www.hawaii.edu/bwiki/display/UHIAM/UH+Applica*ons+Developers+forum	
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Wrapping	
  Up	
  

•  Thank	
  you!!!	
  
•  Hope	
  you	
  are	
  enjoying	
  the	
  new	
  
ITC	
  facili*es.	
  

•  Snacks	
  in	
  the	
  back	
  
•  Take	
  a	
  moment	
  to	
  introduce	
  
yourself	
  to	
  your	
  colleagues	
  (meet	
  
at	
  least	
  1	
  new	
  person)	
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