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About us: 
www.hawaii.edu/bwiki/display/UHIAM/ 
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CAS in action 
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CAS in action 
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Why use CAS? 
• Don't have to roll your own 

•  Labor 
•  Resources (account database) 
•  Security, maintenance 
•  Yet another password 

• Security:  
•  Password not revealed to app 

• Convenience:  
•  No login for subsequent apps (if SSO allowed) 

• Consistency:  
•  One official login page for all of UH 
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How does CAS work? 

GET https://YourApp/Some/Feature 
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How does CAS work? 

Provide link or redirect to  
your app's CAS login page: 
 
https://CAS/login? 
service=https://YourApp/casfoo 

GET https://YourApp/Some/Feature 
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How does CAS work? 

GET https://CAS/login? 
service=https://YourApp/casfoo 
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How does CAS work? 

Display CAS login page 
(for your app) 

GET https://CAS/login? 
service=https://YourApp/casfoo 
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How does CAS work? 

User enters username and 
password: 
 
POST https://CAS/login?
service=https://YourApp/casfoo 
 
username=johndoe&pass... 
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How does CAS work? 

Redirect to app  
with this CAS ticket: 
 
https://YourApp/HandleLogin?
ticket=100 

User enters username and 
password: 
 
POST https://CAS/login?
service=https://YourApp/casfoo 
 
username=johndoe&pass... 
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How does CAS work? 

https://YourApp/HandleLogin?
ticket=100 

Redirect to app  
with this CAS ticket: 
 
https://YourApp/HandleLogin?
ticket=100 



copyright © 2014 University of Hawai‘i 

How does CAS work? 

Ask CAS to validate ticket: 
 
POST https://CAS/
samlValidate?TARGET=https://
YourApp/HandleLogin 
 
(SAML with ticket 100 here) 

https://YourApp/HandleLogin?
ticket=100 
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How does CAS work? 

CAS validation returns: 
Valid?  
If so, user attributes are: 
uhUuid: (UH Number) 
uid: (UH username) 
cn, givenName, sn: (names) 
uhOrgAffiliation: (e.g.  
eduPersonOrgDN=uhm, 
eduPersonAffiliation=student) 

Ask CAS to validate ticket: 
 
POST https://CAS/
samlValidate?TARGET=https://
YourApp/HandleLogin 
 
(SAML with ticket 100 here) 

https://YourApp/HandleLogin?
ticket=100 
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How does CAS work? 
Display page for  
https://YourApp/Some/Feature 
 
or error page if validation failed  
 
or error if authenticated user 
does not meet your app's 
criteria (e.g. not a student)  

Ask CAS to validate ticket: 
 
POST https://CAS/
samlValidate?TARGET=https://
YourApp/HandleLogin 
 
(SAML with ticket 100 here) 

https://YourApp/HandleLogin?
ticket=100 

CAS validation returns: 
Valid?  
If so, user attributes are: 
uhUuid: (UH Number) 
uid: (UH username) 
cn, givenName, sn: (names) 
uhOrgAffiliation: (e.g.  
eduPersonOrgDN=uhm, 
eduPersonAffiliation=student) 
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SAML in 
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SAML out 
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SAML out 
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SAML out 
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Logout 
•  https://CAS/logout 

•  Terminates SSO, user must login again to CAS 
•  Displays generic CAS logout page. 

•  https://CAS/logout?service=https://YourApp/logout 
•  Terminates SSO, user must login again to CAS 
•  Redirects to https://YourApp/logout 
•  Your app should then invalidate the session for the user 
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Start using CAS 
• Register your app URL 

•  https://www.hawaii.edu/bwiki/display/UHIAM/Web+App+Registration+Form 
• Use a CAS client 

•  https://www.hawaii.edu/bwiki/display/UHIAM/CAS3+Developer+Documentation#CAS3DeveloperDocumentation-clients 

• Our CAS page 
•  https://www.hawaii.edu/bwiki/display/UHIAM/UH+Web+Login+Service+-+CAS+v3 
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Confused about CAS versions? 
• UH CAS v3  

•  aka CAS3 
•  = CAS software version 3.x  

= implements CAS protocol 2 

• Deprecated: 
•  UH CAS v2  

•  aka CAS2 
= CAS software version 2.x 
= implements CAS protocol 1 
+ UH customizations 


